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Key Observations and Recommendations 

This section provides key observations and relevant recommendations. 

Office 365 Review 

Kaon Security performed a detailed review of the current configurations of Microsoft Office 365 and 
Office 365 specific items within Azure Active Directory for SAMPLE ORGANISATION and found 
the following issues: 
 

1. App registration is allowed for non-administrative users. This unmoderated registration 
process could allow a user to register insecure applications, resulting in data and device 
compromise. 

2. SAMPLE ORGANISATION infrastructure allows users to join any new device to their Office 
365 account without a defined approval process. In the case of a compromised account, an 
attacker would have easy access to register rogue devices. 
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Remediation 

This section highlights various remediation points categorised in order of their effectiveness and complexity to implement. 

Urgent Attention Required  

This section looks through some of the items in urgent need of review or analysis. We consider these items to potentially be active risks and 
recommend attending to them ASAP. 
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Quick Win - High Security Impact  

This section looks through some of the high impact fixes with the least complexity to implement. We recommend following the steps as marked within 
the screenshots.  
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Opportunities for Improvement 

This section looks through some of the opportunities SAMPLE ORGANISATION can avail of at no additional cost. This would contribute significantly 
to improve the overall security posture of the Office 365 environment. 

 

 


